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The presenteddataacquisitionsystemhasbeenpreparedfor the UniversalNewborn Hearing
ScreeningProgram(medicalsupervisorTheChildren'sMemorialHealthInstitute)organizedand
�nancedby theGreatOrchestraof Christmas Charity Foundation in Poland

The conceptof the system
The �rst level terminalsallow to enterthe personalandmedicaldataof the newborn into the database.The data
includeresultsof thehearingtestperformedwith theEroscandiagnosticdevice. Thedataarestoredin thedatabase,
however in emergency casesit is possibleto storesmallamountof thedataon theterminal's FLASH disk. Thedata
canbedownloadedbackto theterminalto bemodi�ed or suplemented.

Thesecondandthird level terminalsallow to downloadthepatient's datafrom thedatabaseandto suplementthem
with therecordsdescribingthepresentvisit or hospitalization.Thecentraldatabaseallowsto keeptrackof diagnosis
andtherapy of eachchild, andto generatestatisticalreports.

The terminals
� To assurelow costsandhighreliability, FLASH diskequippedterminals(SCOVERY manufacturedby Fujitsu

Siemens)havebeenchosen
� TheLinux operatingsystem(eLuxdistribution) is usedin terminalsfor bothhighstabilityandlow cost
� To establishconnectionwith databaseserver, GPRSmodems(manufacturedby Wavecom)havebeenused
� The 1st level terminalsadditionallyequippedwith Eroscandiagnosticdevice (manufacturedby Maico, dis-

tributedby Oticon)

The server
� TheserverFujitsuSiemensGP7000Fmodel400with 2 CPUs
� Operatingsystem:SunOS5.8(Solaris8.0)
� Thedatabasesystembasedon thePostgreSQLdatabaseengine

The application software
Theapplicationsoftwarefor terminalshasbeenwritten in Java, with somesuplementswritten in pureC language.
Suchsolutionassures:

� costsminimization- Java(bothcompilerandruntimelibraries)is free
� easyapplicationdevelopmentdueto advancedfeaturesof Java language
� operatingsystemindependence(it is evenpossibleto run theapplicationsoftwareon theMS Windows plat-

form).

Open standards,opensourcetools
To facilitatefurtherupgradesandminimizecostssystemwidely usesopenstandardsandfreeandopensourcesoft-
ware:

� FreeJava languageandSwinglibrary with opensourceextensions:
� Cryptix32- cryptographicpackage
� PureTLS- SSLimplementation

� FreeopensourceLinux operatingsystem
� FreeopensourcePostgreSQLdatabaseengine
� Zlib library for datacompression

GPRSnetwork
Becauseof thecountry-widenatureof thesystemit wasessentialto assurethelow costpermanentlinks betweenthe
serverandtheterminals.TheGPRSnetwork offersfollowing advantages:

� low costof installation
� permanentconnectionsavailability - generallyusersarechargedfor theamountof transferreddata

Maintenanceof the system
To facilitatemaintenanceof thesystemaspecialmechanismfor remoteupgradeof theterminal'sapplicationsoftware
is provided.

� Versionnumbersallow for fastandcheapcheckingwhethertheupgradeis necessary
� Theupgradedsoftwareis transferredin asecureway - it is bothsignedandencrypted
� Thecryptographicsignatureprotectsthesoftwarepackageagainstdamageor maliciousmanipulation
� Theencryptionprotectssoftwareagainststealingby unauthorizedpersons

Data transfer protocol
To minimizecostsit wasessentialto keepthe amountof datatransferredbetweenthe terminalsandthe server as
smallaspossible.

� The client-server architecturewith “intelligent client” allows to sendonly the data,without the formatting
information

� Only themodi�ed dataaresentby theterminal
� ThetransferreddataarecompressedusingtheZlib library

Data security
In the medicalsystemslike this oneit is essentialto provide securitymechanismsto protectmedicalandpersonal
dataagainststealingor manipulation.In thissystemdataaredoubleprotected:

� Theconnectionbetweenterminalsandserver arelinkedthroughthesecurenetworks (GPRS-APNandIPsec
protectedlink).

� Thedatatransmittedbetweenterminalsandserverareadditionallyprotectedwith theSSLalgorithm.

Resume
Thepresentedsystemis currentlyworkingandhasprovento beane�cient tool for acquisitionandprocessingof the
biomedicaldata.Thesolutionsusedin thesystemmaybeusedto build othersimilar IT systemsfor healthcare.
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