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Structure of the system
The presenteddataacquisitionsystemhas beenpreparedfor the UniversalNewborn Hearing GPRS network
ScreenindP’rogram(medicalsupervisoiThe Children's Memorial HealthInstitute)organizedand

nancedby the Great Orchestraof Christmas Charity Foundationin Poland

IPsec connectiol

The conceptof the system =

The rst level terminalsallow to enterthe personaland medicaldataof the nevborninto the database The data
includeresultsof the hearingtestperformedwith the Eroscardiagnostiadevice. Thedataarestoredin thedatabase Database server
howeverin emegeng casest is possibleto storesmallamountof thedataon theterminal's FLASH disk. Thedata
canbedownloadedbackto theterminalto bemodi ed or suplemented.

GPRS conn.

The secondandthird level terminalsallow to downloadthe patients datafrom the databasendto suplementhem
with therecordsdescribinghe presenvisit or hospitalization Thecentraldatabasallows to keeptrackof diagnosis
andtherajy of eachchild, andto generatestatisticalreports.

The terminals

To assurdow costsandhighreliability, FLASH disk equippederminals(SCO/ERY manufcturedby Fujitsu
Siemenshave beenchosen

TheLinux operatingsystem(eLux distribution) is usedin terminalsfor both high stability andlow cost

To establisiconnectiorwith databassener, GPRSmodemgmanufcturedoy Wavecom)have beenused

The 1stlevel terminalsadditionally equippedwith Eroscandiagnosticdevice (manufcturedby Maico, dis- I
tributedby Oticon) —_—

GPRS conn.

The sewver

Thesener Fujitsu SiemensGP7000Fmodel400with 2 CPUs 54 second level terminals 9 third level terminals
Operatingsystem:SunOS5.8 (Solaris8.0)
Thedatabasesystembasedn the PostgreSQldatabasengine

T The terminal
The application software

The applicationsoftwarefor terminalshasbeenwritten in Java, with somesuplementsvritten in pureC language.
Suchsolutionassures:

costsminimization- Java (bothcompilerandruntimelibraries)is free

easyapplicationdevelopmentdueto advancedfeaturesof Javalanguage

operatingsystemindependencéit is even possibleto run the applicationsoftware on the MS Windows plat-
form).

Open standards,opensourcetools

To facilitatefurtherupgradesand minimize costssystemwidely usesopenstandardsndfree andopensourcesoft-
ware:

FreeJavalanguageand Swinglibrary with opensourceextensions:
Cryptix32- cryptographigackage
PureTLS- SSLimplementation
Freeopensourcelinux operatingsystem
FreeopensourcePostgreSQldatabasengine
Zlib library for datacompression The server

GPRS network

Becausef the country-widenatureof the systenit wasessentiato assurehelow costpermanentinks betweerthe
sener andtheterminals.The GPRSnetwork offersfollowing advantages:

low costof installation
permanentonnectionsvailability - generallyusersarechagedfor the amountof transferredlata

Maintenance of the system

Tofacilitatemaintenancef thesystemaspeciaimechanisnfior remoteupgradeof theterminal's applicatiorsoftware
is provided.
Versionnumbersallow for fastandcheapcheckingwhetherthe upgrades necessary
Theupgradedsoftwareis transferredn a secureway - it is bothsignedandencrypted
Thecryptographicsignatureprotectsthe softwarepackageagainstdamageor maliciousmanipulation
Theencryptionprotectssoftwareagainststealingby unauthorizegpersons

Data transfer protocol

To minimize costsit was essentiato keepthe amountof datatransferrecbetweenthe terminalsandthe sener as
smallaspossible.
The client-serer architecturewith “intelligent client” allows to sendonly the data, without the formatting
information
Only themodi ed dataaresentby theterminal
ThetransferrediataarecompressedsingtheZlib library

Data security Terminal application

In the medicalsystemdike this oneit is essentiato provide securitymechanismso protectmedicaland personal
dataagainststealingor manipulation In this systemdataaredoubleprotected:

The connectiorbetweerterminalsandsener arelinked throughthe securenetworks (GPRS-APNand IPsec
protectedink).
Thedatatransmittecbetweerterminalsandsener areadditionallyprotectedvith the SSL algorithm.

Resume

Thepresentedystenis currentlyworking andhasprovento beane cient tool for acquisitionandprocessingf the
biomedicaldata. The solutionsusedin the systenmay be usedto build othersimilar IT systemdor healthcare.



